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(1) Switch to BDEW-AS4

What was originally planned?

• The electricity schedule management team wanted to complete the switch to AS4 by August 2024. 

• Between 1 October 2024 and 31 March 2025, THE had to connect over 1,350 active network operators and 

balancing group managers.

• The plan was to switch around 12 market partners per business day (BD) from 1 October 2025 to ensure an even 

distribution of connections. To this end, THE had been looking for pilot partners at the beginning of 2024.

➔ Full focus on switch to AS4 in the gas sector from October is guaranteed



(1) Switch to BDEW-AS4

What did actually happen? 

• The switching activities for electricity schedule 

management only began in October, the target 

date being the end of November.

• Some of the pilot partners did not start their 

implementation activities until after the summer.

• Many market partners faced greater challenges 

than expected during the course of the 

introduction.

➔We were still switching connections after 

1 April 2025.



Process changes 
introduced by BDEW-AS4



(2) Process changes introduced by switch to AS4 market 
communication – Change of service provider

Until 1 April 2025:

• The switching date is set out in the market partner's power of attorney

• For communication security reasons, the market partner sends the certificates by email

• THE switched the market partner's market communication path on the desired date

Since 1 April 2025:

• The switch to AS4 market communication is controlled exclusively via the AS4 endpoints and the 

certificates.

• On the day of the communication switch, the market partner must recall the certificate with the 

previous AS4 endpoint.

-> The date/time of the switch is now beyond THE’s control



(2) Process changes resulting 
from the AS4 certificate change

• There is no communication alternative to AS4 

except the customer portal (in contrast to the 

electricity market)

• New certificates are no longer sent by email

• If two certificates are valid at the same time, THE 

cannot control the delivery channel

• The market partner must ensure that messages 

can be received via both certificates

➔ The following still applies: 

A new certificate must be requested from the sub-CA 

by means of a new key pair in good time before the 

old certificate expires



ENTSOG-AS4 4.0 outlook



(3) ENTSOG-AS4 4.0 outlook

• Adaptation to eDelivery AS4 2.0

• Version 4.0 has been adapted to the EU Commission's eDelivery AS4 2.0 specification dated 5 December 2024

• Enhanced security features

• Transport Layer Security (TLS): Support for current TLS versions and Cipher Suites

• Message Layer Security: Improved signature and encryption mechanisms, including ECDSA and ECDH-ES

• Public Key Infrastructure (PKI): Integration of the EASEE-gas certificate profile for improved certificate management

• New message features

• Optimised message processing

• Support for compressed payloads

• Improved acknowledgement and error handling

• ebCore Agreement Update

• Mechanism for managing certificate and endpoint updates via ebCore Agreement Update



(3) ENTSOG-AS4 4.0 outlook

• Parallel operation of versions 4.0 and 3.6

• Versions 3.6 and 4.0 will be operated in parallel.

• Start

• If the requirements for using version 4.0 are met on both sides, version 4.0 can 

be used from Q4 2026 onwards.

• Related document

• https://www.entsog.eu/sites/default/files/2025-

01/INT2819_25%20AS4%20Usage%20Profile_Version_4.0%20FINAL%20Public%20Review%20for%20Comments.pdf
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